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the idea behind this bot is to use its modules to send out thousands of http requests to various sites
with randomly generated values for a common set of parameters (e.g. css, js, img) to simulate a
legitimate user. then the bot gathers up all the information it can get about the sites by sending out
requests that look like people would request information about a website. windows os' tend to be
very effective for detection, as the software is frequently updated and the virus writers are working
to make them as efficient as possible. the apache server itself is rarely updated, so a windows os
should easily detect the virus's attempts to perform a ddos. of course, this may not catch all bots
due to the various methods they use. computer viruses are usually white hat, using security flaws in
software to infect other computer systems. however as time passes and the problems are more
widely understood and patched, black hat hackers are always looking for ways to take advantage of
the flaws without being caught. one technique is to write a program that looks exactly like a
legitimate virus-checking program and use it to spread the virus itself, in the hope that the majority
of users won't remove it. these are called "ransomware" viruses and in some cases the victim will be
asked to pay a "ransom" to get their system back. one thing that these viruses usually do is install
themselves in the computer's "startup" or "autostart" section. these are often listed under "other" in
the normal windows control panel. if you look at the descriptions of the startup applications, you'll
notice that many of them have the word "uninstall" or "disable" in them. this is because some virus
writers have created viruses that will install a backdoor password they can send you to their servers
when you try to log in. the good news is, they're not as popular as they once were. viruses that
install themselves in autostart are still around, but they don't tend to get installed very often.
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